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If you have received the error message below, but can still log into your Shared CROMERR Services
(SCS) account, then follow the steps below to reset your security questions. Having correct security
question answers is required when submitting through the AQD Online Portal (aka IMPACT).

Asbestos Notification - Google Chrome — O X

@ airimpact.stage.maricopa.gov/_ADFv__jsf? afPfm=8.18 t=fred& vir=/util/submitTaskPin.jsp&loc=en& minWidth=10248._minHeight=5128&_rtrnld=0

() Error

1. User reached max number of answer attempts.
2. Please contact the Help Desk if you need assistance

Submission may take several minutes depending on the amount of data being processed.

Username: courtneykovacsg

* Password: | ‘
Status
Security Question: What street was your high school located on? Revision
* Answer: | Legacy:
i 3 Number
Submit Cancel
Ooam

O Ordered Demolition

Step 1

Using Google Chrome as your internet browser, go to the EPA’s SCS electronic reporting site,
Encromerr.epa.gov. Please note other internet browsers will not support the SCS/AQD Online
Portal system. You must also enable pop-ups on your internet browser.

To enable pop-ups on Google Chrome:
1. On your computer, open Chrome.

At the top right, select the three dots @ then select Settings.

At the bottom, select Advanced.

Under "Privacy and Security," select Site Settings.

Select Pop-ups and Redirects.

At the top, turn the setting to Allowed to disable the pop-up blocker altogether.
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https://encromerr.epa.gov/

Once you have accessed the EPA’s SCS electronic reporting site, enter your log in information and
select Log In.

‘e’ EF’A United States Environmental Protection Agency

Home Recent Announcements

Contact Us
SCSAdvanced Shared Services *. Contact Us

Log In

Login  Register with SCS

Forgot your Password or User ID?
Warning Notice and Privacy Policy

Welcome

te th Dratartion Anensy (EDAY Qharad CROMERD Qaniras [ tha Ananc ranarting ita Tha Qharsd CROMERR Sar ncant has hean dafinad ntral naint which

Step 2

From the SCS Dashboard, select Profile.

o~ " v
< Em Unéted States Environmental Protection Agency Logged in as COURTNEYKOVACSS (Log out)

Home Recent Announcements About

SCS Dashboard

Program Services Motifications (More)
Services | Profile | Mail | Subméssion History | E-Enterprise Portal

No notifications
Partner Program Service Org Action

MARICOPA  IMPACT-MARICOPA-STAGING Certifier  United Dairymen of Arirona Mishi

MARICOPA  IMPACT-MARICOPA-STAGING  Preparer  Maricopa County Alr Quality Department  |nagtive Org
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Resetting SCS Security Questions

Under Signature Devices, select Edit.

Lowpyed in as MOV G (Log out)

SCS L Contact Us

To change your Phone Number, select an Organgation To change your omail address or nama, please confact your halp desk for assistance.

Last Updated

Registration Date
Security Question 1*
Security Question 2 *

Security Question 3°

Signature Devices

Signature Questions  Sat Edit ‘

Organization information

Enter your SCS account password and select Send.

Logged in as COURTNEYHON
% Contact Us

Initiate Signature Question Reset
To begin the process of updabing your CROMERR Signature Guesbons, please enter your SCS password below. Upen clicking “Send”, you will receive an e-mail with an authonzation code and further instructions

Password

_| Show Password




Resetting SCS Security Questions

Step 3

You will receive two automated emails to your primary organization’s email address. The first email
is to confirm that a reset authorization code was generated. The second email will contain your reset
authorization code (a long sequence of symbols, numbers and letters).

Reset Authorization Code Sent Email Sample:

H SCS Administrator <helpdesk@epacdx.net>
€SIG-PIN Reset Authorization Code Sent (TEST)

To B Courtoy Kivaes (4Q0)

-

Phish Alert V2 + Getmore apps

An eSIG-PIN Reset Authorization Code was generated on %/15/2020 1:18:52 PM for the SCS user account, COURTNEYREOVACSS and has been e-mailed to you. This code allows you to reset your eSIG-PIN questions and
answers.

To reset your e51G-PIN questions and answers, login and access the Dashboard screen. While this awtherization code is active, you will see a link on the right-hand side under the 'Alent’ section to reset your eSIG-PIN. This link will
take you to a sereen where you will be d 1o enter the avtherization code.

Please be careful when entering the authorization code as you only ave 3 chances to enter it corectly

SCS Registration Homepage

Shared CROMERR Services Portal

Copy the code as shown below.

Reset Authorization Code Email Sample:

Tue 05/15/2020 10019 &M
H SCS Administrator <helpdesk@epacdx.net>
251G-PIN Reset Authorization Code (TEST)

To M Courtrery Kovacs (AQD)

-~

Phish Alert V2 + Get moee apps
You requested an ¢S1G-PIN Reset Authorization Code for your SCS user account, COURTNEYROVACSS on 9/15/2020 1:18:52 PM. The code will allow you 1o reset your ¢S1G-PIN questions and answers.

Te reset your ¢SIG-PIN questions and answers, login and access the Dashboard screen. While this Autherization Code is active. you will see a link on the right-hand side under the "Alert' section to reset your eSIG-PIN. The link will
take you to a screen where you will be prompted to enter the authorization code:

[33h25bb5—cbld4cl5-al94—e&fd38&bd&4 ] = Copy this code

Please be careful when entering the authorization code as you only have 3 chances to enter it comectly.

SCS Registration Homepage

Shared CROMERR Services Portal




setting SCS Security Questio

Back on the SCS Dashboard, under the Alerts, select Click here.

aEm Unéted States Environmental Protection Agency Logged in as GOURTNEYKOVAGSS (Log out)

Home Recent Announcements About

S C S Dashboard

An email was sent o your primary organization’s email address.

e
Services | Profile | Mall | Submission Hislory | E-Enterprise Portal

\A‘.‘our €51G-Pin reset code has been issued and emalled

Partner Frogram Service Role org you, Please check your emad o retrieve your reset code.

Click here 1o resel your eSIG-Pin quastions and answers. It
MARICOPA  IMPACT-MARICOPA-STAGING Certifier  United Dairymen of Arizona Visk you have furiher questions, please contact the hefp desk.

MARICOPA  IMPACT-MARICOPA-STAGING Preparer  Maricopa County Alr Cuality Department Inactive Orsanization

Showing 110 2 of 2 rows
Notifications (Maore)

Na notifications

Enter the reset authorization code you received and select Reset.

(2] Had & o g % -
“Em Unitad States Envifonmental Protection Agancy Logged in as COURTNEYKOVACSS (Log out)

Home Recent Announcements About

SCS

Reset CROMERR 20-5-1 Questions

Code

Advanced SCS Home | Privacy and Security Notice

Accessibiiity | Terms




Resetting SCS Security Questions

Step 4

Select five challenge questions from the left hand side and answer each question. Be sure to write
your answers down, as these questions will be asked frequently when utilizing the AQD Online
Portal. Select Save Answers when finished.

‘ﬂ.;, m United States Environmental Protection Agency Logged in as COURTNEYKOVACSS (Log out)

Home Recent Announcements About

SCS Registration: Additional Verification

You are registered for a program that requires eSignature PIN Verification. Please select five (5) chall and answers. The 1hat you select snould be questions 1hat you can remember, but difficult for
anyone else 10 guess.

Select 5 Challenge Questions and Answers

lome | Privacy and Security Notice

Once finished, you will see a notification indicating that your questions and answers have been
saved.

) " P L. - i
\'.'IEPA United States Environmental Protection Agency Logged in as COURTNEYKOVAGSS (Log out)

Home Recent Announcements About

SC s Dashboard

The questions/answers have been saved.

Program Services Motifications (More)
Services | Profe | Mail | Submission History | E-Enterprise Portal

Mo notifications

Partner Program Service Role Qrg

MARICOPA  IMPACT-MARICOPA-STAGING Cestifier  United Dalrymen of Arizona

MARICOPA  IMPACT-MARICOPA-STAGING Preparer  Marlcopa County Alr Cuality D Inagthve Organiza

Showing 1102 of 2 rows




Resetting SCS Security Questions

You will receive additional emails as you go through the steps above. These emails can be
disregarded and are used to ensure that your account has not been breached. See examples below.

Questions/Answers Reset Email Sample:

H SCS Administrator <helpdesk@epacdx.net>
€51G-PIN Questions/Answers Reset (TEST)

To M Courtsay evecs (AQD) -

Phish Alert V2 + Get more apps
On 152020 1:33:53 PM, an eSIG-PIN Reset Authorization Code was used to clear your eSIG-PIN questions and answers that were stored for the SCS user account, COURTNEYKOVACSS,
If you still have active roles that require ¢$1G-PIN validation. you will be prompted to select and answer 3 new questions.

1f you did not initiate this activity or if you need further assistance, you may contact the SCS Help Desk and alent them of a possible security breach of your account.

SCS Registration Homepage

Shared CROMERR Services Portal

Questions Answered Email Sample:

H SCS Administrator <helpdesk@epacdx.net>
e51G-PIN Questions Answered (TEST)

To  MCourtney Kevess (AQD) -~

Phish Alert V2 + Get more spps
You have provided answers to 5 eS1G-PIN questions on 9/15/2020 1:38:17 PM for SCS user account, COURTNEYROVACSS.

A Dashboard Inbox message has been sent with the questions you selected.

However, for your protection. your answers are not provided. If you forget your questions or answers, you may reset your eSIG-PIN questions and answers through your profile page or by contacting the SCS Help Desk to request an

SIG-PIN Reset Authorization Code.
If you did not provide eSIG-PIN questions and answers, please contact the SCS Help and alert them of a possible security breach of your account.

SCS Registration Homepage

Shared CROMERR. Services Portal

Your security questions have now been reset and you may resume work through the AQD Online
Portal. If you have any further questions, contact the department at 602-506-7833 or email

A( 2DImpact@maricopa.gov.


mailto:AQDImpact@maricopa.gov

